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 Information Security Man-

agement System – Introduc-

tion 

 ISMS Purpose and Benefits 
 Audit Concepts 

 Conduct  of Audit  

 Audit Report & Follow-up 

What the course 

addresses  

 

CQIMC ISMS LA Course  

If you reveal your secrets to the wind, you should 
not blame the wind for revealing them to the trees. 
            – Kahlil Gibran 

Information Security is vital for an organization to main-

tain its competitive edge. It is also therefore, an area of an 

organization’s operations which most needs control. Im-

plementing a vigorous and repeatable Information Secu-

rity auditing process ensures minimizing of external and 

internal security threats while maximizing customer trust 

and corporate profits. 

 

CQIMC Training has designed this Virtual 

Classroom ISMS Lead Auditor Training 

Course and Online Exam (in accordance with CQI 

and IRCA Guidelines) to help delegates audit information 

security and management system practices. 

Training          

Methodology 

 Video Conferencing   

 Actual Application of learning 

 Role Play & Presentations 

 Brainstorming sessions 

 Reflection 

 Tutorial sessions   

 Group discussions 

 Exercises & Case Studies 

 Continuous Assessment 

The course includes online assessment and evalua-

tion of ISMS to conform to the requirements of ISO 

27001:2013 and ISO 19011:2018. 

The course meets the training requirements for indi-

viduals seeking certification under the CQI and  

IRCA Auditor Certification Scheme. 

Highlights of the course: 

• Course delivery through video conferencing  

• Secure Browser for online assessment  



 

What Should You 

Expect From This 

Course? 

Prior Knowledge Expected 

Aligned to International Standards      QMS/FMT/015/ISMS/R00n 

 Introductory Information 

 Dedicated Training Sessions 

 Learner Course Material 

 Case Study Material  

 Course Hand-outs 

 Exercise Workbook 

  Assessments  

• Continuous assessment 

• Final Online Exam 

 Course evaluation form  

 Certificate of Achievement/

Certificate of Attendance 

 

IMPORTANT—The certificates are 
valid for five years from the last date 
of the Course.  

Registration and Payment 
 

For details regarding registration and payment, please 

email:  

bose@corequalityconsultants.com  / 

training @corequalityconsultants.com 

Course Objectives 
On completion, successful students will have the 
knowledge and skills to: 
Knowledge 
• Explain the purpose and business benefits of an infor-

mation security management system, of information 
security management systems standards, of manage-
ment system audit and of third-party certification .  

• Explain the role of an auditor to plan, conduct, report 
and follow up an information security management sys-
tem audit in accordance with ISO 19011 (and ISO 17021 
where appropriate). 

Skills 
•  Plan, conduct, report and follow up an audit of an infor-

mation security management system to establish con-
formity (or otherwise) with ISO/IEC 27001 (with ISO/
IEC 27002) in accordance with ISO 19011 (and ISO 17021 
where appropriate). 

Before starting this course, delegates are expected to have prior 
knowledge of: 

 Management systems—Understand the Plan-Do-Check-Act 
(PDCA) cycle 

 Knowledge of the Information security management principles 
and concepts  

 Knowledge of the requirements of ISO/IEC 27001 (with ISO/IEC 
27002) and the commonly used information security management 
terms and definitions, as given in ISO/IEC 27000, which may be 
gained by completing an CQI and IRCA certified ISMS Foundation 
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Committed to Integrity 

Virtual Training  

Requirements 
• Laptop/ Desktop with camera. 

• Video Conferencing software. 

• Uninterrupted power supply – preferable. 

• High speed internet .  

• Safety browser for assessment.  
 

Who should attend the 

course? 

 Those wishing to understand/audit/ validate 

implementation of a formal ISMS in accordance 

with ISO/IEC 27001: 2013. 

 Existing security auditors who wish to enhance 

their auditing skills. 

 Consultants who wish to provide advice on 

ISO/IEC 27001: 2013 systems certification. 
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